CYBERSECURITY:

RISKS & OPPORTUNITIES
FOR ASSOCIATIONS

RRRRRRRRRRRRR



TOPICS

« Coverage & claims

 Phishing
« (Claims trends nationwide

 [ncident response

c Q&A
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WHY ARE WE HERE?

Loss of Funds

Ransomware

Other Breach
or Loss of Data
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CLAIMS HISTORY

Ransomware

Network intrusion

Theft of personal information
Stolen credit card details

Malware

Fraudulent invoices/wire transfers
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ARE WE COVERED?

NAR Institutes, Societies & Councils

State and Local REALTOR® Associations

MLSs wholly-owned and operated by two
or more Associations
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ARE WE COVERED?

Directors & Officers

While acting within
the scope of their
duties on behalf of
the insured entity.

Committee Members

Employees
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ARE WE COVERED?

Cyber Liability: Loss and claims expenses for a
Cyber Incident

Network security failure (i.e. hacking)

Failure to properly manage, store, protect or destroy
Personal Information

Unintentional violation of any privacy or cyber laws
Suspected network extortion threat

« Payment Card Loss
 Reqgulatory Fines & Proceedings

$1 million claim limit; $100,000 sublimit on PCL and
regulatory fines/proceedings. Deductibles apply. m NATIONAL
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ARE WE COVERED?

Cyber Response
Cyber Incident Response Expenses
Digital Data Recovery Costs
Extortion Expenses

$1 million claim limit; sub-limit of $100,000 each claim for
response expenses. Deductibles apply.
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ARE WE COVERED?

BUT ...

Fraudulent invoices, resulting in the loss of
funds are social engineering and not
covered by the cyber clauses.
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REPORTING A CYBER CLAIM

CALL THE CYBER HOTLINE

800-817-2665

Follow up with an email to
Justin.rose@chubb.com
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SEBASTIAN DRYWA
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Phishing. Don’t
Fall for the Hook.

* Email
* Phone
* Text messages




Commo

A

of Phishi

Too Good To Be True
Sense of Urgency

Hyperlinks
Attachments

Unusual Sender

Ng Emm

Features

ails

It's urgent

The message pressures you to act now —
or something bad will happen.

PHISHING WORKS

You get an email or text

It seems to be from someone you know,
and it asks you to click a link, or give your
password, business bank account, or other
sensitive information.

It looks real

It's easy to spoof logos and make up fake email
addresses. Scammers use familiar company
names or pretend to be someone you know.



What if you fall for a
Phishing Scheme

passwords and disconnect from the network any
computer or device that’s infected with malware.

Alert the others
Follow your company’s procedures
Limit the damage These may include notifying specific people

in your organization or contractors that help
you with IT.

Follow your company procedures

Notify customers

Report it
Alert others

Talk to your colleagues and share your
experience. Phishing attacks often happen to
more than one person in a company.



Prevent Phishing Attacks

* Awareness training

Deploy a safety net and Spam filtering

Backup your data
Keep your security up to date

Develop incident response

Deploy a safety net

Use email authentication
technology to help prevent
phishing emails from reaching
your company’s inboxes in the
first place.
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Back up your data

Regularly back up your data and
make sure those backups are not
connected to the network. That
way, if a phishing attack happens
and hackers get to your network,
you can restore your data. Make
data backup part of your routine
business operations.

Alert your staff

Share with them this information.
Keep in mind that phishing
scammers change their tactics
often, so make sure you include
tips for spotting the latest phishing
schemes in your regular training.



KEVIN MEKLER, ESQ.
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Incident Response Stakeholders

The stakeholders and participants in the incident response (IR) process
will vary depending upon the event, but may include some or all of the

following parties:
&

The Victim Cyber Insurantce Incident Response Other Insurance Policy Laws
Organization ‘Carrier/Broker Counsel/Breach Coach Carriers/Brolkers, Such As Enforcemant

K&R, Property, Crime, Ete.

T

Forensic Investigation Extortion Negotiation Data Mining Orther Legal Counsal Public Relations
and System Restoration and Payment Firm(s) Firmis) (Depending on Specific Firmi{s)
Firm({s) Data Impacted and
Applicable Regulatory
Framework )

W

Motice Mailing and Call Credit/ Tdentity Insured Business
Center Provider{s) Monitoring Services Partner(s)
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The (Potential) Incident Response Roadmap -
Ransomware

Privileged Engagement
of Forensic

Investigation Firm
What happened? How did it happen? Is it
ongoing? What is the impact and scope of

interruption? What information may be at Engagement Of Mailing’

risk as a result of the event?

Engagement of Breach Call Center and Credit
Monitoring Providers
Coach/Notification to Development of 9
Carrier Communications
Strategy Regulatory
Detection Restoration Interaction Litigation/Claims
Backup v. Key Single-Plaintiff; Class Action
] I
(= (= (= (=
| | | | |
<O <O <O <>
I | | |
Mobilization Engagement Engagement Data Mining
of Incident i of ';tFI . of PR Firm ] ]
Response eve‘r’lgsfr:s're%aurire g Disclosures, As Required
Team ‘ (Law, Contract, Courtesy)
Notification to Engagement of Indi5?;32?:;I/pfé(éﬁggés%a&ggﬂzfnrzggf)’rting
Law Enforcement Negotiation Agencies; Media; Business Partners
and Payment
Firm
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RESOURCES

Knowbe4: https://www.knowbe4.com/

Free awareness training quizzes: https://www.ftc.gov/business-
guidance/small-businesses/cybersecurity/quiz

Data Privacy and Security Toolkit: https://www.nar.realtor/data-
privacy-security/nars-data-security-and-privacy-toolkit

Cybersecurity Checklist: https://www.nar.realtor/law-and-
ethics/cybersecurity-checklist-best-practices-for-real-estate-
professionals
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CHUBB RESOURCES

Legal » NAR Insurance Program

Cyber Resources

Current Insurance Policy Employment Hotline Program FAQs MNAR Policy Changes

o Share

To complement the cyber liability and cyber response coverage in the NAR
Insurance Program, Chubb offers access to enhanced benefits and services
through various third party service providers to deliver extra assurance and
specialized attention for their cyber policyholders.

If you have experienced a cyber incident, please call the Chubb Cyber Crisis
Hotline 1-800-817-2665 for immediate assistance.

Chubb Panel Contact Information
Access Chubb's Cyber Partners for Mitigation and Response

Chubb has partnered with a panel of experienced firms for various cyber services
related to incident response and loss mitigation. You may contact any of these
providers for assistance with your cybersecurity program, however, you should
conduct your own due diligence to ensure the provider and its services meet
your needs. Unless otherwise approved by Chubb, payment for services provided
by any provider is your responsibility.

https://www.nar.realtor/legal/nar-insurance-program/cyber-
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https://www.nar.realtor/legal/nar-insurance-program/cyber-resources

Cyber Alert App

USE THE CHUBB APP
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Chubb's Cyber Providers

Incident Response Services: Pariner Contacts

Company Primary Service Capability  Contact Name Phone: Email
BakerFlostetier Resipanse Coach Theodare J. Kobis IIT (212) 271504 [T ——
C,Yber Sef\-’iCES rmdmunnx Gervis Resspanss Coach (Canada) Ira Nistiisato (844) 171887 inisti it ity com
ion Fpeiani i Werner Ressponss Coach Camlyn Purwin (610)567-0700  cpurwin@e-whiw.com
nformatio
Chubb Pane‘,contwﬂ shen Martinesu Respanse Coach (Canada) Alex Cameron (844)200-7505  acamerca@fasken.com
Forth America
o ‘mhlnmm:rr, Resspanse Coach David J. Shanran (215) 5752605 djgunmangmdweg com
Respaanse Coach Johs Mube (267)oa0-42  jeleBmmlenegal
David J. Kessles (US.) (212) 318~ donid kmssder{inaron rusfilbright cm
Resipanse Coach e P {Camcds) 14 wam i i o S
CHuBB Noification - - -
Comnpates Forensics Loss Mitigation Services: Partner Contacts
Coenpatter Forensios [Canad
Siotsiiokiiiiesid BitSight Nitwork Secirity Samiit Stk (202) 2156106 mumitshah@bitsightiech.com
Legal Counsel
Cofirse Becurity Education & Awarensss  Robert Tanriesllo Q08 K05-0232 robert iarmicellofieofinss. com
fncident? ke Comnpater Forensics
‘ o - CrowelStrike Endpoint Security Charlie Groves (23] BE-0806 charfis grovesForowdstrike com
. Fes @ enputer Forensics
%Pﬂmav’mm, call . .
i apurgent mlbbi“)*’;ee L Computs - Dashlane e Acvount Seciaity Stewart Atkinsan (212) 506-7562 sewart@dashlane.com
The: N . - . - .
baﬁ:.!n‘“mnn!:‘ﬁ:m ‘T . Legal Couizzsel Fidelis Cybersausity Responss Planning R Brumelli (210) 365-6854 rex.brunelli fidslisecurity.com
- o voute
spece e Public Relstions FlreEye Security Operstions Kaaren Euikeds G16)458-2000  karenukoda@fireeye.com
e T S
_mhnma "Mgwmﬂms' Notifieation MetDiligence Netwrrrk Seeurity Davee Chtfield (054) 6830000 dvechatfiel d@netdiigence com
Wotification {Canada) REM Compliance Daisnan Geoplert (248) Boo-4008  dimen.geoplest@rsne com
Hoteation Shallhridgs Secusity Education & Awareness  Joha Lithe B 466Ern lemskilbridgenining cm
Fﬁ Coenpater Fomensics
StealthiBi iaer Acvount Security Brian Goodran (680) Jog-Bobd briangaodmaniistealibbits.com
Comnpaster Forensics
Thales e-Secusity Tiata Security Vineert Trovarelli (609) 501-0343 irovarel Bt halasesee net
| Legal Coussel
\ Legal Courasel Thuenas Bertz 202828187 ‘thomas bentaghldaw oom
Y Coenputer Forensics Shawn Melito (B4l 2074007 smelito@kivuensulting com

PR NATIONAL
ASSOCIATION OF
REALTORS®




eRiskHub®

L A £ =
Home incident  Chubb Cyber R: News & Blogs g Contact Us
Reporting Partners Resourc Ci

——

ne to the eRiskHub® . If this is your fi
ment portal for you

sit, take a minute to look ar

Registration code:
494718

www.eriskhub.com
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NEXT WEBINAR

EMPLOYMENT LAW
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MORE INFORMATION

nar.realtor/nar-insurance-program

Gayle Andrews
Gayle. Andrews@aon.com
312-381-7049

Laura Sereika
Laura.Sereika@aon.com
312-381-2602
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.
THANK YOU.
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THAT'S WHO WE [
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