
CYBERSECURITY:
RISKS & OPPORTUNITIES 
FOR ASSOCIATIONS



TOPICS
• Coverage & claims

• Phishing

• Claims trends nationwide

• Incident response

• Q & A
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WHY ARE WE HERE?

Loss of Funds 

Ransomware

Other Breach 
or Loss of Data



CLAIMS HISTORY
• Ransomware

• Network intrusion

• Theft of personal information 

• Stolen credit card details

• Malware

• Fraudulent invoices/wire transfers



ARE WE COVERED?
NAR Institutes, Societies & Councils

• State and Local Chapters
• Subsidiaries

State and Local REALTOR® Associations
• Charitable Foundations
• Political Committees
• Educational Endeavors

MLSs wholly-owned and operated by two 
or more Associations



ARE WE COVERED?

Directors & Officers

Committee Members

Employees

While acting within 
the scope of their 

duties on behalf of 
the insured entity.



ARE WE COVERED?
1. Cyber Liability: Loss and claims expenses for a 
Cyber Incident

• Network security failure (i.e. hacking)
• Failure to properly manage, store, protect or destroy 

Personal Information
• Unintentional violation of any privacy or cyber laws
• Suspected network extortion threat

• Payment Card Loss 
• Regulatory Fines & Proceedings

$1 million claim limit; $100,000 sublimit on PCL and 
regulatory fines/proceedings. Deductibles apply.



ARE WE COVERED?
2. Cyber Response

• Cyber Incident Response Expenses

• Digital Data Recovery Costs

• Extortion Expenses 

$1 million claim limit; sub-limit of $100,000 each claim for 
response expenses. Deductibles apply.



ARE WE COVERED?

BUT … 

Fraudulent invoices, resulting in the loss of 
funds are social engineering and not 
covered by the cyber clauses. 
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C A L L  T H E  C Y B E R  H O T L I N E

800-817-2665

Follow up with an email to 
Justin.rose@chubb.com

Available 24/7

REPORTING A CYBER CLAIM



SEBASTIAN DRYWA
NAR IT Security



Phishing 
Sebastian Drywa 

IT Security Director 



Phishing. Don’t 
Fall for the Hook.

• Email 
• Phone 
• Text messages 



Common Features 
of Phishing Emails
• Too Good To Be True
• Sense of Urgency
• Hyperlinks
• Attachments
• Unusual Sender



What if you fall for a 
Phishing Scheme
• Alert the others 

• Limit the damage 

• Follow your company procedures 

• Notify customers 

• Report it 



Prevent Phishing Attacks
• Awareness  training

• Deploy a safety net and Spam filtering

• Backup your data 

• Keep your security up to date

• Develop incident response 



KEVIN MEKLER, ESQ.
Mullen Law | Chubb Cyber 

Panel Counsel



Incident Response Stakeholders
The stakeholders and participants in the incident response (IR) process 
will vary depending upon the event, but may include some or all of the 
following parties:
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The (Potential) Incident Response Roadmap –
Ransomware
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Detection

Mobilization 
of Incident 
Response 

Team

Engagement of Breach 
Coach/Notification to 

Carrier

Notification to 
Law Enforcement

Privileged Engagement 
of Forensic 

Investigation Firm
What happened? How did it happen? Is it 
ongoing? What is the impact and scope of 
interruption? What information may be at 

risk as a result of the event?

Engagement 
of PFI

For credit card 
events, as required

Development of 
Communications 

Strategy

Engagement of 
Negotiation 

and Payment 
Firm

Restoration
Backup v. Key

Engagement
of PR Firm

Engagement of Mailing, 
Call Center and Credit 
Monitoring Providers

Data Mining

Regulatory 
Interaction

Disclosures, As Required 
(Law, Contract, Courtesy)

Internal/External; Law Enforcement; 
Individuals; Regulators; Consumer Reporting 

Agencies; Media; Business Partners

Litigation/Claims
Single-Plaintiff; Class Action



RESOURCES

Knowbe4:  https://www.knowbe4.com/

Free awareness training quizzes: https://www.ftc.gov/business-
guidance/small-businesses/cybersecurity/quiz

Data Privacy and Security Toolkit: https://www.nar.realtor/data-
privacy-security/nars-data-security-and-privacy-toolkit

Cybersecurity Checklist: https://www.nar.realtor/law-and-
ethics/cybersecurity-checklist-best-practices-for-real-estate-
professionals

https://www.knowbe4.com/
https://www.ftc.gov/business-guidance/small-businesses/cybersecurity/quiz
https://www.nar.realtor/data-privacy-security/nars-data-security-and-privacy-toolkit
https://www.nar.realtor/law-and-ethics/cybersecurity-checklist-best-practices-for-real-estate-professionals


CHUBB RESOURCES

https://www.nar.realtor/legal/nar-insurance-program/cyber-
resources

https://www.nar.realtor/legal/nar-insurance-program/cyber-resources
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Cyber Alert App

U S E  T H E  C H U B B  A P P



Chubb’s Cyber Providers



eRiskHub®

www.eriskhub.com

Registration code:
494718



NEXT WEBINAR

EMPLOYMENT LAW
December 8, 2022

2 pm CT



MORE INFORMATION

NAR INSURANCE PROGRAM

nar.realtor/nar-insurance-program

AON ACCOUNT EXECUTIVES

Gayle Andrews
Gayle.Andrews@aon.com
312-381-7049

Laura Sereika
Laura.Sereika@aon.com
312-381-2602
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