
DISASTER 
PREPAREDNESS



INVENTORY ASSETS AND RESOURCES



IDENTIFY RISKS OF DISASTER

Impact on staff 

Technological Impact

Damage to physical space

Financial Effects

Impact on vendors 



STRATEGIES TO ADDRESS RISKS

Safety of Staff  Emergency supplies; 
Check-in policy

Physical Space  Remote work policy

Technology  Business continuity plan;
3-2-1 Backup plan

Finances  Emergency monetary reserve

Suppliers  Backup suppliers



CYBERCRIME BY THE NUMBERS

Source: 2020 IC3 Internet Crime Report 

COMPLAINTS FILED IN 2020

2,169 A DAY $4.2 BILLION791,790
A  T O T A L  O F

F O R  T H E  Y E A R



REAL ESTATE WIRE FRAUD

WATCH STEALPROFILE HACK



RECOMMENDED PRACTICES

Educate buyers about 
possible scams.

• Free in the 
REALTOR® 
Store.

• Printable!



RECOMMENDED PRACTICES

Use strong 
passwords

Double 
check 
sender’s 
email 
address

Communicate
via secure 
email

Avoid 
unsecured 
wifi



RECOMMENDED PRACTICES – WHITE HOUSE MEMO

Backup data and keep 
backups offline

Build and test an incident
response plan

Update and patch systems

Test system security

Segment networks



 Checklist of action items to take

 Identify employees responsible for initiating steps

 Train employees and have practice drills

 Reassess plan frequently

OUTLINE PROCESS FOR HANDLING DISASTER



CONSIDER RESOURCES AVAILABLE TO YOU

 State Associations can request dues waivers from NAR

 Agents may apply for extensions to licensing deadlines

 FEMA, Small Business Administration, federal, state and local 
governments

 REALTORS® Relief Foundation

 INSURANCE



CONSIDER THE EFFECTS ON PENDING TRANSACTIONS



NEED HELP?

Identifying risks 
Free online assessment from American Red Cross

Drafting plan
Ready.gov; Florida REALTORS®; North Carolina REALTORS®
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