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Introduction
This document serves as a summary of <Insert Organization name> anti-fraud prevention and detection practices.
This document is intended to provide a summary of the steps taken through the official governance processes at <Insert Organization here> to reduce the risk of material misstatement of financial statements due to fraud. However, most of the specific steps to avoid fraudulent acts are outlined in other procedural and policy documents.  
Fraud Risk Oversight
The Finance Committee is charged with the responsibility for the identification and assessment of fraud risks.  
The Treasurer serves as chairman of this committee and is the custodian of the funds and securities and is the collecting and disbursing officer of the Association.   The hierarchy of financial operations runs from the Board of Directors, through their elected Treasurer and appointed Finance Committee down to staff, managed on a daily basis by the Chief Financial Officer, under the supervision of the CEO.
Reference Documents: Constitution and Finance Division Principles of Operation
1.1 Annual Audit
The <Insert Organization name> constitution requires that the Association be audited annually by a CPA firm selected by the Finance Committee and approved by the Board of Directors.
Describe your organization audit procedure below.

Example:

The Association’s independent accounting firm meets with the Committee at least once a year.  At NAR’s Midyear Conference, the firm presents the year-end audited financial statements and discusses key financial data, issues, disclosures, etc.  The firm also meets with the Committee, without the presence of staff, to address Committee questions or concerns, and may be asked to express their views on internal controls, fraud risks, management, financial statements, etc.  
1.2 Strategic Plan

The <Insert Organization name> Leadership Team, Strategic Planning Committee (SPC), CEO and senior staff have agreed on a set of guiding core principles called the <Insert Organization here> Strategic Plan. The strategic plan is a living document and is reviewed and updated regularly from its current version rather than being re-built each year.
Describe Strategic plan (if applicable) below.

Example:

The Strategic plan influences operational decisions and is a lens through which those decisions are considered, thus having some influence over budgeting and operations.  However, the plan should focus on defining strategic objectives, rather than dictating operational details and initiatives, which is the role of the senior staff and Leadership Team.  

1.3 Annual Budget
The Finance Committee is responsible for the review and approval of the Association’s annual budget which is to put together using the <Insert Organization name>Strategic Plan as a guideline.  
Describe annual planning and budgeting process below.

Example:

The planning & budgeting process is conducted on a three year cycle. Budgets are developed at the program level by the Vice Presidents and program managers to define the revenue, direct expense, and labor components for each program within the Association’s operating budgets.  Resulting Finance Committee (and Budget Review Team) recommendations are then submitted to the Executive Committee and the Board of Directors for final approval.  Any subsequent changes to final budgets must be approved by the Committee which will recommend the changes to the Executive Committee and the Board of Directors for final approval.  The budget documents contain very detailed information regarding divisional and program activities, revenue, expenses and expected results which significantly reduces the Senior Management’s ability to alter the direction of their programs without detection.  

Senior Management and their staff are held fiscally accountable for their respective programs’ financial results.  The program managers are responsible for working closely with Finance staff to ensure program receipts and disbursements are coded to the appropriate general ledger account number in a timely manner. Each month, program managers must review their financial statements and provide budget/forecast to actual variance explanations for programs with variances equal $25,000 or more.

As Staff Executive to the Finance Committee, the Chief Financial Officer distributes these monthly statements via electronic means to the Finance Committee to review for reasonableness.   The Leadership Team also receives monthly interim financial statements with divisional operating results which are presented by the Treasurer during their regularly scheduled meetings.  
Fraud Risk Ownership
The Chief Financial Officer/VP of Finance and the Senior Vice President of Human Resources are responsible for the application of fraud related policies for <Insert Organization name> as outlined in the Fraud Policy.   
Reference Documents: Fraud Policy, Finance Principles of Operation, Employee Handbook, <Insert Organization name> Newsletter 
1.4 Chief Financial Officer/SVP of Finance Responsibilities
On an annual basis, the Chief Financial Officer updates the Finance Committee regarding fraud risks. In addition, if there are any material fraudulent activities, transactions, losses, etc., they are reported to the Committee as in appropriate.  

Many of the responsibilities of the Treasurer are delegated to the Chief Financial Officer who must be a Certified Public Accountant.  The Chief Financial Officer, as the head of the Finance staff, is responsible for the administration of policies outlined in the Finance Division Principles of Operation.  As part of his responsibilities, the Chief Financial Officer through the efforts of the General Counsel is aware that all Key Employees of the Association complete a Conflict of Interest Questionnaire on an annual basis.  This signed document requires Senior Management and certain other staff to disclose any current or potential conflicts of interest.   
1.5 Senior Vice President of Human Resources Responsibilities
The Senior Vice President of Human Resources is charged with maintaining a work environment in which people will choose to be motivated, contributing, and happy. 
Along with the CEO and Senior Management, the Senior Vice President of Human Resources is also responsible for fostering effective methods of goal setting, communication & empowerment through responsibility and building employee ownership of the organization.  Accordingly, the VP of Human Resources (and the HR staff) must consistently monitor employees use and adherence to the Employee Handbook. The Handbook includes, among other useful information, the rules of conduct, the fraud policy, whistle blower policy, etc.  The Handbook can be access directly via the internet or by using the <Insert Organization name>Newsletter.
2 Environment Level Anti-Fraud Controls
The Association works to cultivate an environment of honesty, respect and ethics throughout the organization. All levels from Senior Management to the Human Resource Department through the employees follow guiding principles set forth in the <Insert Organization name> Core Value Statement and the Staff Vision Statement.
If applicable, include Core Value Statement and Staff Vision Statement below.

Example:

NAR Core Value Statement:
The National Association of Realtors® strives to cultivate and maintain a professional and productive work place.  All employees are expected to conduct themselves in a manner that is moral, ethical, legal and truthful.

Staff Vision Statement: 

We are a team of open, responsible, and innovative individuals excited about our journey of discovery. We work together in an environment of trust and respect to help NAR realize it’s potential to shape and influence the real estate industry. We are the voice that rocks!

Reference Documents: Employee Handbook, Rules of Conduct
2.1 CEO and Senior Management

The Chief Executive Officer and Senior Management work to ensure the staff is well-informed about opportunities, rights and responsibilities utilizing the <Insert Organization name> Newsletter, Employee Handbook and other services.
Three or four times a year, the CEO meets with employees via all staff meetings to provide company updates and to discuss matters important to the Association.  At these meetings, employees are given the opportunity to ask questions and make suggestions. 

The CEO and the Senior Management team also provide employees with various morale boosting services (including self-help programs such as Pacific Institute designed to help employees grow professionally as well as personally).  

2.2 Human Resource Division

The Human Resources Division helps to create a positive corporate culture and work environment through the implementation of a variety of programs and practices.

If applicable, include information about Employee Handbook and any other HR programs below.

Example:

The HR Division maintains and distributes an Employee Handbook. All employees are required to electronically sign a Handbook Acknowledgement Form designed to ensure that all employees periodically review or refer to the handbook. 

Some of the additional programs implemented to create a positive company culture include proactive hiring practices and promotions, professionally administered training and career development, compensation and benefit programs and annual performance reviews.

2.3 Employees

Employees at all levels are given the opportunity to periodically evaluate management and the culture which supports the staff vision statement and strengthens the belief that employees at all levels are important to the organization. 

The Rules of Conduct outline employee responsibility to act in an ethical manner.  Furthermore, the Whistle Blower Policy provides protection for employees who reports information he/she has reasonable cause to believe discloses a violation of state or federal law.

3 Process Level Anti-Fraud Controls
<Insert Organization name> has implemented a number of internal process controls which help prevent, deter and detect fraud risks. The following sections in the Finance Division Principles of Operation and Cash Management Policies and Procedures documents highlight significant controls to help lessen fraud risks.
Reference Documents: Finance Principles of Operations, Cash Management Functions Procedures
3.1 Payment Policies
The payment policies of <Insert Organization name> are designed to maintain positive vendor relationships, preserve credit worthiness, and maximize the benefits of positive cash flow in the organization. 
Review and modify policy below as necessary.

Authorized check signers are those designated by the CEO/Corporate Secretary and who hold one of the following offices of the Corporation: President, President Elect, Treasurer, CEO, CFO, Senior Vice President, or Vice President. Corporate credit cards (defined as cards where <Insert Organization name> bears the responsibility for card payment, as well as risks of card usage) are only issued to the Leadership Team members and purchasing cards are issued to staff that has been authorized by their division Vice President or Senior Vice President to make business purchases on behalf of the division.
Refer to Finance Principles of Operation Section 3.3 -Association Payment Policies, Section 3.4-Check Signing Authority, Section 3.5-Corporate Credit Cards, Section 3.6 Purchasing Cards, and Section 3.7-Petty Cash.
In addition to the policies outlined above, certain steps increase the controls over the Accounts Payable (AP) process, including the following (as outlined in the AP Procedures):

· Invoices received in the mail are delivered by the Mail Services Department directly to the Finance Division.

· Access to the AP system is password protected and limited to certain personnel.

· AP enters additional notes to assist in accountants’ review of payments.

· Certain fields require input to continue processing (also, some fields do not allow duplication of information entered previously for another disbursement).

· The laser signatures (affixed to checks through the laser print process) are controlled via administrator access and linked to the appropriate check database via a secure password to the MHC system.  AP representatives do not have this level of access assigned in their security.

· Audit trails in the MHC system provide history of each AP representative’s activity on the system.

· Checks written and signed are logged into a control register for security purposes.

· The AP system verifies check numbers has not been previously issued.

· The Cash Management Representative continues to monitor all checks generated, compares check registers & checks and examines proper signatures.

· AP staff verifies that all check requisitions are signed by appropriate approvers (also that invoices are properly coded and authorized).

· All checks over $10,000 are reviewed by the Accounts Payable Manager before distribution occurs.  

Any two authorized signatories are required to manually sign checks exceeding $25,000. In addition to the CEO and CFO, check signing authority is also delegated to several staff holding a Senior Vice President or a Vice President position within the organization to insure check payments are issued and signed within a timely manner. 

3.2 Dues and Other Revenue Processing
Certain guidelines and policies are in place for due payments and other revenue processing to minimize financial risk to the Association. 
Only certain forms of payment are deemed acceptable by <Insert Organization name>.  A bad debt reserve account is maintained for potential future bad debt losses and uncollectible accounts receivable. In addition, <Insert Organization name> has implemented a dues refund policy that fairly addresses the needs of the members while maintaining fiscal prudence for the organization.
Refer to Finance Division Principles of Operation Section 6.1-Acceptable Forms of Payment, Section 6.3-Allowance for Bad Debt Reserve, and Section 6.4-Dues and Assessment Refund Policy.
Review the policies below and modify/remove as necessary.

In addition to the policies outlined above, certain steps increase the controls over the Accounts Receivable (AR) process, including the following (as outlined in the AR Procedures):

· Payments received in the mail are delivered by the Mail Services Department directly to the Finance Division.  Payments are processed in a timely manner and stored in a secure location.

· Check processing procedures include internal controls such as completion of reconciliations, use of micro coding for endorsing checks and validating the check amounts and use of cash logs.

· Use of the Ecommerce Credit Card database not only expedites receipt of payments, the security measures inherent in this system enhance controls over credit card processing. 

· Cash deposits are hand delivered to AR for processing, cash is listed on a cash log and locked in a safe in the petty cash office until amounts are taken to the bank and once a week different AR or AP representatives deliver cash amounts to the bank.

· The Cash Management Department records the daily deposit information on the cash log.  The Account Receivable processor reviews the log, confirms the deposits posted per the bank and reconciles the batch totals entered into the general ledger.

3.3 Compensation

Compensation for staff of <Insert Organization name> is determined jointly by our professional Human Resource staff and individual staff managers, subject to general guidelines set by the CEO. 
Describe the guidelines set for salary review and adviser responsible for fiduciary and oversight of plans below.  
Example:

All position salaries are reviewed on a three year rolling schedule for market reasonableness and competitions. The retirement assets of the National Association of REALTORS® are self-directed plans where the employees create their own individual portfolios from a diverse investment fund selection. The record keeper of the plans assets is Lincoln Financial Group. They are responsible for maintaining and reporting detailed account balances for all active and retired employees of the Association. The asset choices are monitored by Dimeo Schneider, LLC (“Dimeo”). Their role is to serve as fiduciary and oversight adviser of the plans. 

Refer to Finance Division Principles of Operation Section 5.2-Miscellaneous Compensation and Section 5.3-Payroll and Benefit Providers.

3.4 Financial Reporting and Accounting Policies

<Insert Organization name> prepares monthly, interim financial statements and maintains accounting policies in accordance with Generally Accepted Accounting Principles (GAAP). 
Refer to Finance Division Principles of Operation Section 7.1-Financial Reporting and 7.3-Accounting Policies.

3.5 Capital Assets

A Capital Acquisition policy is in place to track and monitor <Insert Organization name> capital purchases to ensure adherence to the capital budget.  
An acquisition can be considered capital if it is over $1,000 and its useful life is over 1 year. Laptops are requested and purchased for staff per the Capital Acquisition policy. Because a laptop is a portable capital asset, a policy is in place to track laptops specifically.

Refer to Finance Division Principles of Operation Section 9.1-Laptops and Section 9.2 Capital Policy.

3.6 Investment Policy
The Investment policy guideline for all operating and reserve funds of <Insert Organization name> is approved by the Board of Directors. The Treasurer, Chief Financial Officer, or other authorized staff as designated by the Treasurer or Chief Financial Officer, are authorized to invest excess cash in the funds within policy guidelines. 
Refer to Finance Division Principles of Operation Section 10.2-Investment Policy.
3.7 Cash Management Procedures
<Insert Organization name> has developed stringent guidelines that are followed to minimize fraud for the cash management functions.

Guidelines are specifically followed in the areas of bank activity (review/verification and cash log entry), positive pay transmissions, and reconciliation of paid check data and receipt of bank statements.  
Refer to Cash Management Policies and Procedures.

3.8 Other Risks/Controls
<Insert Organization name> recognizes the risks of misappropriation of assets which may not materially affect the financial statements however, it is believed that the Conduct section of the Employee Handbook, the overall company culture and internal controls act as deterrent to these activities.
The following is a list of some of these risks and the controls designed to offset them:

· Employee purchase of “personal property” items (ex. equipment less than $1,000 do not fall under the capital acquisition policy, office supplies, etc.) – The risk is offset by AP invoice payment process, purchasing card approval process and by Program Manager/VP financial detail monthly reviews.

· Employees unsupported expense reimbursements – Requirement of receipts for expenses over a certain dollar amount and supervisory review of expense reports discourages improper reimbursement requests.  Also, the Expense Reimbursement system has built in controls and the Expense Report Representative monitors the expense report system on a daily basis.

 







































<Insert Organization Name>


Fraud Prevention Processes and Controls

















	
	Proprietary and

Confidential
	Page 2 of 13



