10 IMPORTANT STEPS FOR CYBER SECURITY

. Start with security.
2. Control access to data sensibly.

. Require secure passwords and
authentication.

. Store sensitive personal information
securely and protect it during transmission.

. Segment your network and monitor who's
trying to get in and out.
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10 IMPORTANT STEPS FOR CYBER SECURITY

6. Secure remote access.

/. Apply sound security practices when developing
new products.

8. Make sure your service providers implement
reasonable security measures.

9. Put procedures in place to keep your security
current and address vulnerabilities that may
arise.

10. Secure paper, physical media, and devices.
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CYBERSECURITY RESOURCES

NAR Resources

« Data privacy and Security Toolkit: https://www.nar.realtor/data-
privacy-security/nars-data-security-and-privacy-toolkit

 Window to the Law: Data Security Program Basics:
https://www.nar.realtor/videos/window-to-the-law/window-to-the-law-
data-security-program-basics

 Wire Fraud Landing Page: https://www.nar.realtor/topics/wire-fraud

« Sample Wire Fraud Notices: https://www.nar.realtor/data-privacy-
security/wire-fraud-notices

FTC Resource

o Start with Security: A Guide for Business:
https://www.ftc.qgov/system/files/documents/plain-lanquage/pdf0205-
startwithsecurity.pdf
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